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PROFESSIONAL SUMMARY

Technical Lead / Senior DevOps & Cloud Engineer with 8+ years of experience across AWS, Kubernetes/EKS, OpenShift, Terraform, CI/CD
and enterprise production operations. Hands-on experience in AWS infrastructure, Karpenter-driven Kubernetes scalability, cloud-native
observability, DevSecOps and automation, with practical exposure to Al-assisted engineering.

CORE SKILLS

Cloud & AWS: AWS Cloud Engineering, EKS, EC2, VPC & Networking, S3, RDS, Load Balancing, CloudFront/CDN, IAM & Identity Center, WAF,
CloudWatch, Lambda, Kinesis, SQS/SNS, Control Tower

Kubernetes & Containers: Kubernetes, OpenShift, Docker, Helm, Karpenter

laC & Configuration: Terraform | Ansible, Chef

Cl/CD & Automation: Jenkins, GitHub Actions, Bitbucket Pipelines, AWS CodePipeline, Git, Groovy | Bash, Python, Boto3, AWS CLI

Observability & Security: Prometheus, Grafana, Loki, Tempo | SonarQube, OWASP ZAP, Burp Suite, Trivy, Black Duck, AWS Secrets Manager, Sealed
Secrets, SAML, PIM

Compliance & Al: GDPR, HIPAA, SAMA, DPDPA, RBI Regulatory Requirements | OpenAl, Claude, Gemini, Antigravity

PROFESSIONAL EXPERIENCE

STATE BANK OF INDIA (SBI) — Deputy Manager (Systems) Sep 2025 - Present
YONO 2.0 - Foundation Services & Infrastructure
¢ Actively involved in building and configuring additional production OpenShift (OCP) environments across geographically distributed
data-center environments.
¢ Perform OCP cluster-level configuration, platform setup, validation and troubleshooting within controlled banking change, security
and access processes.
e Support and monitor critical platform components including OpenShift, GemFire, Kafka, Istio, Liferay and AWS CloudFront/CDN,
focusing on platform health, availability and production operations.

¢ Design and maintain Grafana dashboards and use Prometheus metrics and centralized logging for monitoring, troubleshooting and
production issue analysis.

¢ Investigate CPU, memory, resource-utilization, performance and service-health anomalies; monitor Kafka consumer lag and support
GemFire health/resource monitoring.

¢ Participate in deployments, post-deployment validation, production changes, incident coordination and infrastructure
onboarding/access workflows.

¢ Applied security and operational controls aligned with DPDPA and applicable RBI guidelines for regulated banking environments.

INCEDO — Technical Lead (DevOps) Jan 2025 - Sep 2025
® Worked across AWS services, developing and maintaining Terraform configurations and implementing Terraform execution through
GitHub Actions pipelines.
® Developed Python automation scripts and applied Al-assisted engineering workflows using Generative Al tools for productivity and
technical problem-solving.
Selected On-Premises Platform Automation

® Enhanced Bash and Jenkins automation for deployable on-premises VM appliances, integrating MicroK8s installation, container image
packaging and Kubernetes application deployment.

® Worked on dependency and artifact packaging using AWS S3, Git/Bitbucket repositories and Kubernetes/Helm deployment assets.
® Developed Kubernetes Sealed Secrets automation using Bitnami Sealed Secrets and kubeseal for secure secret deployment.

® Enhanced operational automation for Kubernetes readiness checks, workload management, backup/restore and platform diagnostics;
applied HIPAA/GDPR requirements across workflows.

BINMILE TECHNOLOGIES — Sr. DevOps Engineer (AWS) Jun 2024 - Jan 2025

¢ Designed and provisioned AWS infrastructure using Terraform, including EKS, VPC and supporting cloud resources across multiple
environments.

¢ Extensively worked with Amazon EKS and Karpenter for dynamic node provisioning, node lifecycle and capacity management,
workload-driven scaling and Kubernetes cluster scalability.

¢ Designed and implemented an observability stack using Prometheus, Grafana, Loki and Tempo, covering metrics, dashboards, logs,
traces and alerting.

¢ Built and maintained CI/CD pipelines using Jenkins and Bitbucket, integrating secure secret-management practices into deployment
workflows.

¢ Implemented DevSecOps practices using SonarQube for SAST, OWASP ZAP and Burp Suite for DAST, and Trivy and Black Duck for
container security.

® Worked on AWS networking, identity and security, including VPC networking, IAM/ldentity Center, SAML integration and secure cloud-
to-on-premises connectivity.
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¢ Developed automation using Python/Boto3, Bash and AWS services while supporting production troubleshooting and reliability
improvements.

® Applied security and compliance-driven controls across cloud and DevOps environments, considering GDPR, HIPAA, SAMA and
DPDPA requirements.

EYE CARE LEADERS (now Sightview) — DevOps Engineer (AWS) Feb 2023 - May 2024
¢ Automated application build and deployment workflows using Jenkins Declarative Pipelines, troubleshooting Groovy-based pipeline
issues.

e Contributed to building AWS Control Tower Landing Zone environments and designed/managed AWS infrastructure using Terraform.

¢ Built Jenkins CI/CD pipelines to automate VMware Cloud VM migration workflows, contributing to Python automation using the
pyVmomi API for vCenter integration.

¢ Developed Python/Boto3 automation for AWS instance scheduling and S3-to-RDS backup and restore workflows.
¢ Used Chef configuration management to automate and standardize server and application configurations across environments.
® Applied security and compliance requirements related to HIPAA and GDPR across infrastructure and DevOps workflows.

VIIKING PAYMASTER PVT LTD — Senior Executive - Software Development Analyst Mar 2019 - Feb 2023
® Managed and optimized AWS infrastructure with focus on performance, security, reliability and cost optimization.

¢ Designed and implemented Jenkins-based CI/CD pipelines and Chef configuration management to automate application delivery and
standardize configurations.

¢ Containerized applications using Docker and implemented Nginx-based web and load-balancing infrastructure.
¢ Configured AWS Site-to-Site IPSec VPN connectivity to establish secure communication between environments.

¢ Developed and maintained Python/Odoo applications while independently handling DevOps, infrastructure automation and
production troubleshooting.

INDICSOFT TECHNOLOGIES PVT LTD — Software Engineer (Python/Odoo/AWS) Sep 2018 - Feb 2019
® Started career across Python/Odoo application development and AWS infrastructure, gaining hands-on experience in application deployment,
troubleshooting and technical operations.

CERTIFICATIONS

e AWS Certified Solutions Architect — Associate

® AWS Certified SysOps Administrator — Associate
e AWS Certified Al Practitioner

¢ GitHub Foundations

EDUCATION

® Master of Computer Science and Applications — Aligarh Muslim University, Aligarh | 2016
® B.Sc. (Hons.) Statistics — Aligarh Muslim University, Aligarh | 2012
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